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Copepxanne: cosnarue HecneqoBarensckoi rpynbl

no MexanusMy aosepus (TFSG)

Tpebyembie neiicTeua: oTBeTHTE 10 24 anpens 2019 roga

15 HMero yecTh COOBIMTE BaM O TOM, YTO A3POHABHIALMOHHAS KOMUCCHS Ha 9-M 3aceNanHmu

cBoel 210-# ceccun 14 mapTa 2019 rofia CaHKUMOHHPOBAIA CO3/aHHE MCCNENOBATENBCKON TPYNNBL AT
oxasanus copeiictsus Cexperapuary B pazpaboTie r106ansHOro eMHOOOPA3HOr0 MeXaHH3Ma JOBEpHA
Ans odmeHa uHdopMauei B iudpoBoM MpocTpaHcTEe.

2. Hcenenopatensckas rpynna paspaGoTaer MOMHTHKY, HHCTDYKTMBHBIA MaTephan K
CTpaTertio nepexoa K riobanbHoMy (YHKIMOHANEHO COBMECTHMOMY MEXaHH3MY, KOTOPBIH TO3BOMHT
OCYIIECTB/IATE B JMOBEPHTENBHOM pexkuMme o0MeH MHdopManmell Mo JHHHAM CBA3H "semis —3emus”,
"BO3AyX —3eMma" M "BO3MYX —BO3NYX" MeXAy BCEMH CYLIECTBYIOUIMMH W MOTEHUHAIBHBIMH
ABHALHOHHBIMH  3aHHTEPECOBAHHEBIMH CTOpPOHamMH. MexaHusm fosepua Oymer crmoco6CTBOBATH
JOCTIDKEHHIO YPOBHA YCTOAYMBOCTH M HHTeporepabenbHOCTH, HeOOXOAMMOro MUl YHOBIETBOPEHHS
BO3pOCIIMX TpeDOBaHHH K MpOMycKHOH cnocoSHOCTH W 3(QEKTHBHOCTH B LeNAX COXpaHEHHS
fe3onacHOCTH HeATeNbHOCTH ABMANMOHHON CHCTEMBI.

3. B ocHoBHOM pabota GymeT OCYIECTRAATECA M0 MEpEnucke, OJHAKO JIA KOHCOMUNALHM
pe3yNETATOB MOXET MoTpebOBaThCA NpOBeNeHHE OYHBIX coBemaHmil. [IpoekT Kpyra mnonHOMouwmit
MCCIEIOBATENBECKON YIB! PEACTABIECH B IOMONHEHUH A | GyIeT paccMOTpH IPYNNOH Ha ee nepeoM
COBELIAHMH,

4, [TamsATHAA 3aMKMCKa ¢ H3NOKEHHEM KOHLENUHU M NPAKTHKH paboThl HCC/IEN0BATENbCKHX
rpynn B 00J1acTH a3pOHABMralliy [Ipe/ICTABNEHA B IONOMHEHHH B K HacTosLIEMY MTHCEMY.

5. B cBere BBINIEH3NONKEHHOr0 mpoury Bac coobumuTh MHe 10 24 anpens 2019 roma mno
anpecy: GISInbox(@icao.int o »enaHu| Ballero NPABUTENLCTBA WM OPraHH3ALHM BBLIENUTH IKCEPTa
Ans padotsl B Mccnenosarensckoif rpynme mo Mexanusmy mosepus (TFSG) u E clydae MONOKHTENEHOTO
peleHHs coobumuTe hamunuio, agpec, TenedoH M afpec 3MEKTPOHHOH MOYTHl KAHIWIATA, a TAKWKE
NPEACTABUTE €ro [IOCIY/KHOM CIIMCOK H YKA3aTh 3aHHMAEMYIO TOJDKHOCT,
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6. Jins Bamero ceefieHMA COOOWIAN0, YTO NpHUINAUIEHHS TNPENOCTABHTE 3KCTEPTOB JIA
yuacTHs B paboTe JaHHOH HCClIeNOBATENECKOM IPYIIIE! OBUTH HATIPABJICHBI:

ABctpanuu, bBpasunuu, HWapaumo, Kaname, Kutaro, Hurepuu, OGbeIHHEHHBIM
Apabekum OMupatam, Poccuiickoit ®enepamum, Cunranypy, Coennnensem IlITatam
Amepukd, ©Ouansuound, Opanuud, Ilsefinapun, Esponeiickoii oprausauuu o
GesonmacHocTH  Bo3mywHoit  Hasurauun (EBPOKOHTPOIIR), MeskmyHaponHoli
acconManuH Bo3gyumiHoro TpaHcnoprta (MATA), MexayHapogHoMy KOOpIHHAIIHOHHOMY
COBETY accounauui a3pOKOCMHYIECKOIH IPOMBIILIEHHOCTH (MKKAHA),
MexaynapogHomy cosety aspornoproB (MCA) u HEKCTOPHIM HEaBHAMOHHBEIM
3aMHTEPECOBAHHEIM CTOPOHAM, pa3pabaThIBAOIIHM CHCTEeMBbI WIH OKA3bIBAIOLIMM YCIyTH
IU1A aBHALHOHHOTO coobiLecTsa.

HpﬁMHTﬂ 34BEPCHHA B MOEM CaMOM BBICOKOM YBaYKEHHH.

S
B _

Dan Jlio
[enepaneHEIi cekperaph

Hpuaoxenne:
A. Tlpoekt kpyra nonHomounit Heenenosarensckoi
TPYIIEL 10 MeXaHU3IMY JOBEpPHA
(TONBKO HA AHTTHHCKOM A3BIKE).
B. TlamsatHag 3anHcka 06 HCCNEAOBATENBCKUX
rpynnax B 061acTi a3poHaBUraluA
(TonekO Ha aHTAMIICKOM A3BIKE)




ATTACHMENT A to State letter AN 11/53 - IND/19/4

DRAFT TERMS OF REFERENCE
TRUST FRAMEWORK STUDY GROUP

Background

Passenger and freight growth has continued to double every 15 years, a trend which
is predicted to continue. The aviation community, faced with mounting pressure to
increase capacity and efficiency, is turning to new and emerging technologies and
concept of operations to evolve the air navigation system. This is resulting
in a digital transformation of the aviation business and operational models for both
States and industry. This transformation is already underway through the
development of e-enabled aircraft, electronic pilot licenses and regional
communication networks.

The evolution of systems for data and information processing raised concerns in the
aviation community regarding the effectiveness of existing security procedures and
processes to guarantee that the risks involved in the exchange of messages in a
digital environment are kept at an accepted level. Cyber events were recognized by
the aviation community as capable of stopping or disrupting the provision of air
navigation and other related services.

This subject was brought to the attention of the aviation community during the
Thirteenth Air Navigation Conference which recommended that the International
Civil Aviation Organization (ICAO) establish a formal project involving States,
international organizations and relevant stakeholders, from aviation and non-
aviation industries (Recommendation 5.4/1- Cyber resilience refers).

The trust framework should consist of governance, policy, procedures and overall
technical performance requirements for system connectivity and interoperability. It
aims to improve resilience of the aviation system, taking into consideration the
threats identified by security studies.

Scope

a) develop a common set of principles, policy, guidance and a transition
strategy for a globally harmonized trust framework that will enable trusted
ground-ground, air-ground and air-air exchange of data and information
among aviation stakeholders. The trust framework will support the
achievement of a level of resilience and interoperability needed for the
continued safe operation of the civil aviation system; and

b) consider and incorporate future industry needs for both existing airspace
users and new entrants in the aviation system, taking into account relevant
technologies, including the Internet, for the exchange of information in
support of air traffic management and flight operations.
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Required
Expertise

The Study Group will be composed of aviation and non-aviation policy, technical
and operational experts involved in the development and operation of information
exchange networks and familiar with the interoperability requirements necessary
to develop and sustain a global trust framework environment. Specifically, experts
must be familiar with current aircraft and new flying platform operations, digital
identity management and network architectures.

Objective(s)

a)

b)

c)
d)

e)

develop a concept of operations for a common aviation digital trust
framework and principles to facilitate a secure, cyber resilient and seamless
exchange of information in a digitally connected environment;
accommodate the needs and requirements of relevant current and
prospective stakeholders (unmanned aircraft systems (UAS), remotely
piloted aircraft systems (RPAS), high-level operators above FL600, etc.),
with a focus on converging to common integrated solutions;

consult, explore and define requirements and benefits through specific use
cases;

develop governance principles, policy, procedures and requirements for
establishing digital identity for a global trust framework that will consider
any exchange of information among users of the aviation ecosystem, and to
promote these concepts with all relevant stakeholders;

define a global architecture and principles of interconnected networks,
within a common trust model, that allow scalable solutions for all aviation
stakeholders to exchange data and information;

produce a prioritized and time-bounded work plan identifying the relevant
Air Navigation Commission panels for development of specific Standards
and Recommended Practices (SARPs), Procedures for Air Navigation
Services (PANS) and guidance materials necessary for deployment of a
trust framework.

Specific Working
Arrangements

The Study Group will conduct its activities as a whole or as specialized subgroups

by:
a)

b)

c)

engaging in regular exchange of e-mails, telephone calls, conference calls
and video conferences;

organizing face-to-face meetings as necessary for the purpose of review
and coordination of deliverables; and

drafting and prioritizing activities and determining target delivery dates
for action, in consultation with other relevant groups of experts.

The work of the Study Group will be reported to the Air Navigation Commission
as it progresses. Meeting reports will be shared with other ICAO technical groups
of experts as required.

Date of
Approval by
ANC

DokymeHT 3apernctpupoaH Ne K-28/15753 ot 10.04.2019 (MwuHTpaHc Poccum)
HokymeHT 3apernctpuposaH Ne 103/19 ot 04.04.2019 (Mpeactasutenscteo PP npu MKAO)
NokymeHT 3apeructpuposaH Ne BX-25118 ot 11.04.2019 (depepalnbHOe areHTCTBO BO3AYLLHOro TpaHcnopTa)




ATTACHMENT B to State letter AN 11/53 — IND/19/4

MEMORANDUM ON AIR NAVIGATION STUDY GROUPS

CONCEPT OF STUDY GROUPS

1.1 Study groups are small groups of experts made available by States and organizations to
assist the ICAO Secretariat, in a consultative capacity, in advancing progress on technical tasks of ICAQ
of the type specified below. The experts work in a close but informal manner with the Secretariat. The
results of the work accomplished with the help of a study group are submitted to the ANC for further
processing as necessary. The work of a study group may involve the development of initial proposals for
the amendment of [CAO Annexes and Procedures for Air Navigation Services (PANS) for consideration
by the ANC before their submission to States for comment.

1.2 The tasks that are pursued with the assistance of study groups, as authorized by the ANC,
are selected in accordance with the following criteria:

a) the tasks are clearly defined technical issues, the objective resolution of which may be
expected to contribute materially to the advancement of international civil aviation;

b) the tasks should not involve issues that are predominantly of political, economic or legal
nature;

c) the tasks are of a specialized nature, requiring a degree of technical or operational
knowledge and experience that is possessed only by persons continuously active in
research and development work or operations;

d) the tasks cannot be explored and developed by the Secretariat alone as they involve a
volume of time or work which is beyond its available capacity or the Secretariat does not
have the requisite expertise; and

e) the tasks do not require lengthy consideration to reach a satisfactory conclusion.

2. PRACTICES USED FOR STUDY GROUP

2.1 The ANC authorizes the establishment of each study group and its assigned task.

2.2 The size of each study group is kept small, preferably consisting of not more than six
members.

2 The membership is established through correspondence between the ICAO Secretariat

and States and organizations.

24 Each study group works without formality. There are no budgetary provisions for
language services to be provided to individual experts.
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25 All expenses incurred by members in study group work are borne by the States and
organizations which have made them available.

2.6 The principal working method of a study group is through correspondence. If the work
cannot be completed by correspondence, a meeting of the study group may be arranged with the consent
of the ANC, with as much advance notice as possible.

2.7 The Secretariat keeps the ANC regularly informed of the progress of work of each study
group and submits to it a final report on the work of each group.

2.8 Each study group is disbanded as soon as its assigned task is completed.

— KOHEIL] —
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HCIIPABJIEHHE

IIpoceba usmenums n.3 mucema rocynapcream AN 11/53-IND/19/4 ot 29 mapra 2019 roxa
cleyIoLHM 00pasom:

"3. B ocHoBHOM paGoTa Oyner OCYIIECTBAATHCA O MEPENUCKe, OJHAKO A KOHCOMHIALIUK
pe3yNLTaTOB MOJKET MOTpebOoBaThCA MPOBEISHHE OUHBIX coBelanmii. [IpoekT kpyra monHOMOM ik
HCCIeNIOBAaTe ILCKOM [PYNIIBI IPEACTAB/CH B JOTMONHSHHH A H Oy/IeT paCCMOTpeH rpymmoii Ha ee
NepBoM coBellaHnH, KoTopoe npoiaer B IlTab-kpaprupe HKAO B Monpeane ¢ 6 mo 10 Max
2019 roga."

— KOHEI] —
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